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PREAMBLE

The Singapore Shipping Association (SSA) acknowledges the growing
significance of digitalization in the maritime sector and its transformative
influence on bunkering practices. Digitalization is increasingly crucial for
optimizing operations, promoting transparency, and fostering sustainability. In
line with this, the SSA, with the backing of the Maritime and Port Authority of
Singapore (MPA), is spearheading this Digital Bunkering FAQ initiative. This
initiative promotes the adoption of Electronic Bunker Delivery Notes (eBDN) to
streamline and digitize the bunkering process for various fuels.

This FAQ document has been carefully crafted to serve as a valuable resource
for the shipping community seeking guidance on addressing queries related to
eBDN implementation. It features essential questionnaires designed to assist
stakeholders in navigating the complexities of adopting eBDN in bunkering
activities within the Port of Singapore.
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FAQ 1.01 What is eBDN?

An electronic proprietary document of the bunker supplier providing details of the quality
and quantity of the bunker(s) delivered by the bunker tanker to the vessel. It is a standard
document required by regulation 18 of MARPOL Annex VI.

FAQ 1.02 What are Digital Bunkering Document?

These are the electronic equivalent of paper bunkering documents customarily used
within supply-chains to exchange business and operational information according to
established business protocols and Singapore's standards used in the bunkering industry
(such as SS 648 and SS 660). Examples of bunkering documents include bunker
requisition form, mass flow metering system seals checklist, meter reading record form,
bunker delivery note, etc.

FAQ 1.03 When will the eBDN be implemented for the bunkering industry in the Port of     
                 Singapore?

As per MPA Marine Port Circular PMC 12 of 2023, from 1st November 2023, bunker
suppliers can start issuing electronic bunker delivery note (eBDN) and bunkering
documentation required under the Singapore Standard (SS 648 – Code of practice for
bunker mass flow metering) through the digital bunkering solutions whitelisted by MPA.
The four (4) whitelisted companies are:

ADP Clear1.
Angsana technology2.
BTS/ZeroNorth3.
BunkerChain4.

FAQ 1.04 Is eBDN mandatory in Singapore?

Not yet , but it is expected to be made mandatory. MPA will update the industry
accordingly.

All stakeholders are strongly encouraged to adopt and use the eBDN during this period for
crew familiarity.

1

Note: As of 11 January 2024
1

1
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FAQ 1.05 What steps are taken to ensure the compatibility of different eBDN systems used 
                 by various stakeholders in the bunkering industry?

To ensure the compatibility of different eBDN systems used by various stakeholders in the
bunkering industry, the Maritime and Port Authority of Singapore (MPA) is working closely
with the industry-led Singapore Standards Council to develop new Standard on
Specification for digital bunkering supply chain documentation. The standard is expected
to be implemented by 1H 2024 and all whitelisted digital bunkering solutions are required
to comply with the Standard. 

FAQ 1.06 Who is/are exempted from receiving eBDN?

eBDN will apply to ships regulated under regulation 18 of MARPOL Annex VI.

FAQ 1.07 How can shipowners / Ship operators that wish to volunteer in the eBDN trial 
                 period as of 1st of November participate?

The eBDN trials are tapering off with the go-live of the digital bunkering initiative since 1
Nov 2023. Nevertheless, to carry out commercial trials, please write in directly to the
whitelisted solution providers - contact details available at https://www.mpa.gov.sg/port-
marine-ops/marine-services/bunkering/digital-bunkering. 

For Receiving Vessels Ship Owners, please contact your bunker suppliers instead.

FAQ 1.08 Can the digital bunkering solution facilitate comments from bunker receivers during 
                 bunkering disputes?

Additional documents such as the Statement of Fact, Note of Protest, etc. can be
completed electronically or uploaded onto the digital bunkering solution for issuance
together with the rest of the bunkering documentations.

FAQ 1.09 Will eBDN be mandatory for all fuel types, including bio-fuel, ammonia, methanol,
                 and LNG bunkering in Singapore Port?

eBDN issued in Singapore apply to fuels in accordance with Regulation 18 of MARPOL
Annex VI and will gradually cover alternate fuels in accordance with applicable statutory
requirements.

FAQ 1.10 How will the physical stamping of the receiving vessel's Chief Engineer be carried 
                 out?

Chief Engineer could prepare the electronic vessel stamp in advance by capturing an
image (scanned/ photograph) of the stamp and uploading it onto the device/ computer
which would be used to access the digital bunkering solution(s). Alternatively, some of the
digital bunkering solutions(s) support the generation of the electronic vessel stamps for
application.
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FAQ 1.11 Where can I get more information on the eBDN process?

Please refer to a step-by-step flowchart prepared by MPA: https://www.mpa.gov.sg/port-
marine-ops/marine-services/bunkering/digital-bunkering.

Alternatively, you can email at DigitalBunker@mpa.gov.sg or bsd@mpa.gov.sg.

FAQ 1.12 Are all the shipping agents aware of the eBDN initiative and will they be able to 
                 guide the shipowners / operators that wish to participate?

MPA is committed to ensuring comprehensive awareness and support for shipowners and
operators interested in participating.

To facilitate a smooth onboarding process, awareness campaign and circular have been
rolled out to inform and educate all relevant stakeholders, including shipping agents. This
initiative aims to ensure that shipping agents are well-informed about the eBDN trial and
are equipped to guide interested shipowners and operators through the participation
process.

FAQ 1.13 What is the implementation timeline for Digital Bunkering?

To enhance efficiency and transparency of bunkering in Singapore, MPA launched the
digital bunkering initiative to implement electronic bunkering processes and
documentations, such as electronic bunkering digital note (eBDN), from 1 November
2023. Over 100 trials have been conducted since January 2023, involving more than 20
companies in the Singapore bunkering ecosystem. 

Feedback from users will continue to be gathered to improve these solutions with plans to
make digital bunkering a mandatory requirement before end-2024. MPA also continues to
explore and work with the industry on other enhancements, including automating the data
flow from Mass Flow Meters (MFM).

As such, all MPA licenced bunker suppliers and craft operators are strongly encouraged
to adopt digital bunkering at the earliest possible date, for the familiarisation of the cargo
officers and crew. The Annex of PMC (No. 12 of 2023), provides the guidelines for the use
of digital bunkering service for the bunker supplier, bunker craft operator and the vessel
receiving bunkers.

FAQ 1.14 For suppliers that adopt Digital Bunkering, do they still require to manually update 
                 bunker sales volume? If yes, when will MPA stop manual reporting?

All bunker suppliers are still required to report their monthly bunker sales volume via
digitalPORT@SG   portal until they are able to demonstrate consistency between the
sales volume data submitted via digitalBunker and digitalPORT@SG     portal.   T M

T M
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FAQ 1.15  Will the suppliers be required to submit data for loading and ship-to-ship in 
                  addition to delivery operation?

Yes, all these data will be required to be submitted once digital bunkering is mandated. 

FAQ 1.16 Who is supposed to procure, install, subscribe, and maintain the digital solutions?

It will be the bunker supplier’s responsibility to ensure eBDN issuance, including all
necessary SS648 bunkering documentation. Monthly bunker sales volume information is
also required to be submitted to MPA by the suppliers. MPA will not be a party to any
commercial discussions between the suppliers, craft operator, digital solution providers or
any other stakeholders.  

FAQ 1.17 Which digital bunkering solutions can be implemented in Singapore?

Only the MPA-whitelisted digital bunkering solutions can be implemented in Singapore.
The list of whitelisted solutions is available at http://www.go.gov.sg/digital-bunkering which
will be updated as more solutions get whitelisted or delisted. 

FAQ 1.18 Can hard copy BDN be issued to vessel?

Bunker suppliers can still issue paper BDN until digital bunkering is made mandatory.
However, suppliers are strongly encouraged to adopt digital bunkering early to enjoy the
benefits. Those suppliers that have already embarked on the digital platform may not be
required to issue physical BDN.

Bunker suppliers that implemented digital bunkering solutions should encourage their
customers not to use paper BDN. But if customer insists on paper BDN or where situation
necessitate, supplier could use the eBDN as the original record to generate the paper
BDN.

FAQ 1.19 Is it required for our Cargo officer to go onboard the receiving vessel to do the 
                 necessary paperwork?

For suppliers that have implemented digital bunkering solution, cargo officers are not
required to go onboard the receiving vessel for bunkering paperwork, as the unique link
and/or password will be sent to the receiving vessel for the Chief Engineer/Master to
complete the bunkering documentation electronically.  

FAQ 1.20  What is the process of approval for installing digital bunkering solution onboard a 
                  bunker tanker?

The digital bunkering solutions are mobile and web-based applications and can be
accessed using internet-enabled devices that are secured and patched, i.e., laptop,
computer, tablets, handphones, etc. However, barge operators must ensure that
installation of any internet devices onboard as necessary must be in accordance with
applicable flag/class rules. MPA must be updated on the suppliers and the barges that
have been upgraded for digital bunkering and the service provider.  No modification of the
MFM or the MFM system is normally required for the installation of digital bunkering
solution. However, in the event it is required, it must be done only with MPA’s approval. 
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FAQ 1.21 Will digital bunkering be incorporated into Singapore standards for bunkering?

The revision of the existing SS648:2019 Code of Practice of Bunker Mass Flow Metering
is being developed by the industry-led Singapore Standards Council to support electronic
bunkering documentation and is expected to be completed during 2024. In addition, a new
Specification for Digital Bunkering Supply Chain documentation is expected to be
published in the first half of 2024 to enable standards and interoperability between
different systems.

FAQ 1.22 What should the supplier/craft operator do in the event where the customer, 
                 Master/Owner refuse to accept the eBDN or participate in Digital Bunkering?

The supplier/craft operator shall engage and inform the customer, Master/Owner in
advance regarding the conduct of digital bunkering and the issuance of electronic
documents. The port marine notice on digital bunkering could be presented to the
customer, Master/Owner to inform them on Singapore’s implementation of digital
bunkering.

FAQ 1.23 Would MPA’s approval be required for the change of digital solution provider?

MPA's approval is not required for the change of whitelisted digital solution providers.
However, MPA should be informed. 

FAQ 1.24 What are the procedures required for the update/upgrade of the digital system?

Solution providers must inform MPA prior to the update/upgrade of their digital system.
The list of system changes shall be provided to MPA for approval.

FAQ 1.25 How will the B2G reporting be transmitted to MPA and how will we know that it has 
                 been successfully transmitted?

The B2G reporting, along with the status of transmission, will be available via the digital
bunkering solution.  

FAQ 1.26 How long must the supplier and the receiving ship retain the eBDN?
In accordance with regulation 18 of Marpol Annex VI, the eBDN must minimally be
retained for a period of three years after the fuel oil has been delivered on board.
Suppliers in this regards must also retain the eBDN for at least three years from the date
of the delivery. This should form part of the QMBS requirement under SS 524.
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FAQ 2.01 What happens if there are no computers / capable devices onboard?

The Chief Engineer can complete the workflow using his mobile devices. As a last resort,
and in the unlikely event, the bunker supplier will provide a tablet to the receiving vessel
sign in the eBDN app with his credential that was emailed to the vessel. At the end of
operations, all relevant electronic bunker documents will also be emailed to the vessel. 

FAQ 2.02 What happens when there are network connectivity issues for both the ship owner 
                 and bunker tanker supplier?

Refer to MPA's PMC (No. 12 of 2023) for the guidelines for bunker supppliers, bunker
craft operators, and vessels receiving bunker, to enable smooth and efficient transition
into digital bunkering. The whitelisted solutions provide various  offline mode capabilities
to complete the electronic workflow and documentation, and the data will be synchronised
once Internet connectivity is reestablished

FAQ 2.03 What happens if a vessel does not have or are not able to provide digital electronic 
                 stamp onboard? 

Chief Engineer could prepare the electronic vessel stamp in advance by capturing an
image (scanned/ photograph) of the stamp and uploading it onto the device/ computer
which would be used to access the digital bunkering solution(s). Alternatively, some of the
digital bunkering solutions(s) support the generation of the electronic vessel stamps for
application.

FAQ 2.04 What happens if a vessel does not have or are not able to provide digital electronic 
                 signatures onboard? 

Chief Engineer could prepare the electronic vessel signatures in advance by capturing an
image (scanned/ photograph) of the signatures and uploading it onto the device/ computer
which would be used to access the digital bunkering solution(s). Alternatively, some of the
digital bunkering solutions(s) support the generation of the electronic vessel signatures for
application.
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FAQ 2.06 How are technical issues and system failures related to eBDN addressed and 
                 resolved during the bunkering process?

The main technical issues are due to firewall or network. The former can be resolved by
providing the receiving vessel with sufficient time, before bunker delivery, to whitelist the
domain/URLs. As for the latter, measures are put in place to ensure that the bunkering
documentation workflow can be completed electronically in the event of poor network
connectivity. For other technical issues or system failures, the Cargo Officer should
contact the solution providers to assist in troubleshooting. Solution providers are
dedicated to offering around-the-clock technical support to Cargo Officers, ensuring the
resolution of any technical or usage issues encountered by users during the bunkering
process. 

FAQ 2.07 What measures are in place to ensure the accuracy and authenticity of the data 
                 entered into the eBDN by both the supplier and the receiver?

An example of the cybersecurity control measures put in place is the issuance of unique
link and/or one-time password to the receiving vessel for every transaction by the service
provider The receiving vessel will access the Digital Bunkering Solution using the unique
link and/or on-time password to complete the eBDN and related bunkering
documentations electronically. Other forms of cyber security features available includes
multi-factor authentication (MFA), secured electronic signatures and digital signatures. 

Further cybersecurity control measures have also been implemented on the eBDN
including locking the eBDN to prevent amendments after all parties have signed. A QR
code is embedded for quick viewing and verification of the record. In addition, for full
verification, the provided eBDN can be uploaded onto a record verification facility where
the eBDN and its digital identity i.e., the hash value can be compared and verified against
the originally generated record. 

Additionally, similar to the current paper process, (a photo of) the bunker metering ticket
will be provided to the receiving vessel. 

FAQ 2.05 What are the consequences if the eBDN is not properly transmitted from the 
                 supplier to the receiver?

Suppliers must ensure that the vessels receive the bunkering documentations (including
the eBDN) before cast off.
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FAQ 2.09 What backup systems are in place in case of technical failures during the eBDN 
                 transmission process?

Suppliers must ensure that the vessels receive the bunkering documentations (including
the e-BDN) before cast off. Each eBDN solution provider has their own backup system in
place for responding to technical failures. If the situation necessitates, the supplier could
use the eBDN as the original record to generate the paper BDN

FAQ 2.10 How is the integrity of the data maintained throughout the eBDN process?

An example of the cybersecurity control measures put in place is the issuance of unique
link and/or one-time password to the receiving vessel for every transaction by the service
provider The receiving vessel will access the Digital Bunkering Solution using the unique
link and/or on-time password to complete the eBDN and related bunkering
documentations electronically. Other forms of cyber security features available includes
multi-factor authentication (MFA), secured electronic signatures and digital signatures.

Further cybersecurity control measures have also been implemented on the eBDN
including locking the eBDN to prevent amendments after all parties have signed. A QR
code is embedded for quick viewing and verification of the record. In addition, for full
verification, the provided eBDN can be uploaded onto a record verification facility where
the eBDN and its digital identity i.e., the hash value can be compared and verified against
the originally generated record.

Additionally, similar to the current paper process, (a photo of) the bunker metering ticket
will be provided to the receiving vessel.

FAQ 2.08 What technical specifications are required for the successful implementation of 
                 eBDN onboard vessels?

Different solution providers may have specific requirements that need to be verified.
Ideally, the successful implementation of eBDN onboard vessels requires certain technical
specifications to ensure compatibility and seamless operation. Key requirements include:

Email Address for Digital Company Stamp & E-Signature: To facilitate the eBDN
implementation process, the ship is required to provide an email address, eBDN digital
company stamp and e-signature required for verification and further proceedings.
Device Compatibility: Vessels should have computers, tablets, or mobile devices with
modern web browsers and to ensure that such devices and web browsers are up to data
and security patched.
Internet Connectivity: Reliability is essential for real-time communication and data
transmission. Vessels should consider subscribing to Satellite communication packages
with good max-info-rate and committed-info-rate, backup satellite communications, and/or
4G/5G coastal plans, etc.
Data Storage: Adequate storage capacity for storing eBDN records and related data.
Operating System: Devices should run on a supported and up-to-date operating system
and to ensure that they are security patched.
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FAQ 2.14 How can related documents including Statement of Fact and Note of Protest be 
                 sent together with the eBDN?

 Additional documents such as the Statement of Fact, Note of Protest, etc. can be
 completed electronically or uploaded onto the digital bunkering solution for issuance
 together with the rest of the bunkering documentations.

FAQ 2.15 Is the mass flow meter (MFM) data linked to the system and the final bunker amount 
                 transferred from bunker barge to vessel will be based on MFM data and not based 
                 on sounding or ullage from either bunker barge or vessel? 

MPA is working with the industry to automate the data flow from the MFM to the digital
bunkering solution. At this moment the BDN figure must follow the figure in the meter
reading record form. Sounding in accordance with SS 600 is only permitted if the mass
flow meter is unable to operate and with the specific one time approval of MPA. All
deliveries in Singapore is based on mass flow meter figures as final and binding. 

FAQ 2.16 How is Data from MFM transfer to eBDN currently in manual entry?

The digital bunkering solution retrieves the figures on the bunkering metering ticket via
Optical Character Recognition (OCR). However, as OCR is not 100% accurate, the Cargo
Officer will check the entries before confirming them into the eBDN document for
signatures.  

FAQ 2.13 Can the eBDN cater for additional comments, which must be approved once again 
                 by both signatory parties, after it has been signed off, in the event that an item 
                 on the eBDN has been incorrectly declared due to typo error?

If amendment is required, the signatures should be invalidated and re-signed. The Cargo
Officer, Chief Engineer and Surveyor (if engaged) should check the information on the
electronic bunkering documents before signing. Revocation of the eBDN is not allowed
after cast off.

FAQ 2.12 What happens if financing parties do not recognize eBDN as an accepted 
                 document?

If financing parties require physical documentation, a hard copy of the Bunker Delivery
Note (BDN) can be printed and submitted to financial institutions. This ensures
compliance with their specific documentation preferences and facilitates traditional
financial processes that may require physical records.

Financing parties can be guided by the FAQs addressed in Section 3.0 to ensure that the
eBDN meets authenticity, legality and compliance requirements.

FAQ 2.11 What happens if the next port state does not recognize, or has not recognized 
                 eBDN as an accepted document? 

Vessels can print out the eBDN for port state inspection. Alternatively, port states can also
reach out to the suppliers or MPA to verify the eBDN. MPA can be contacted at
digitalbunker@mpa.gov.sg.

The Master may also refer to MEPC.1/Circ.795/Rev.8 on the Unified Interpretation of
Regulations 18.5 of the Marpol Annex VI on the acceptance of the BDN either in hard
copy or electronic format.
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FAQ 3.01 What are the legal regulations governing the use of eBDN in the bunkering 
                 industry? How does eBDN comply with international maritime laws 
                 and regulations?

IMO approved the use of eBDNs during the 80th meeting of its Marine Environment
Protection Committee in 2023, via the issuance of an Unified Interpretation of Regulation
18.5 of MARPOL Annex VI promulgated via MEPC.1/Circ.795/Rev.8 on the acceptance of
the BDN either in hard copy or electronic format.

FAQ 3.02 What happens if there is a dispute? How is liability determined if there are disputes 
                 regarding the quality or quantity of the delivered bunkers as stated in the eBDN?

Any dispute should be handled in accordance to SS648:2019 Annex AC - Resolution of
Disputes.

FAQ 3.03 Are there any specific data protection laws that need to be adhered to when using 
                 eBDN?

Under Singapore jurisdiction, it will be Singapore's PDPA. Singapore's PDPA can be
found here: https://sso.agc.gov.sg/Act/PDPA2012

FAQ 3.04 What legal implications are there if the eBDN is found to be tampered with 
                 or fraudulent?

The same legal penalty as the current paper BDN will apply.

FAQ 3.05 Who holds the liability in the case of errors or discrepancies in the eBDN data?

All signatories (i.e. Cargo Officer, Chief Engineer, and Surveyors) shall check the
information on the eBDN before signing. The bunker suppliers and their digital bunkering
solution providers, shall also put in sufficient measure to ensure that the data has not
been modified after it has been signed. 

J U N E  2 0 2 4
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FAQ 3.06 How is liability distributed between the cargo owner and the vessel owner in the 
                 case of disputes related to eBDN malfunction?

The terms of the contractual agreements between the cargo owner and the vessel owner
play a significant role in determining liability. If the parties have a clear agreement
regarding responsibilities and liabilities in the event of eBDN malfunction, those terms will
be instrumental.

FAQ 3.07 What measures are in place to mitigate liability issues related to the use of eBDN?

The bunker supplier shall notify the bunker buyer on the use of eBDN, and if necessary,
make provision for it in their contractual agreement. In addition, the bunker suppliers shall
put in place measures to ensure the accuracy and integrity of the eBDN.
Parties could also seek legal advice from professionals with expertise in maritime law,
electronic transactions, and data protection. Legal consultation can help identify potential
liabilities and ensure compliance with relevant legal frameworks.

FAQ 3.08 What are the provisions for data retention and storage as per the legal requirements 
                 for eBDN?

In accordance with regulation 18 of Marpol Annex VI, the eBDN must minimally be
retained for a period of three years after the fuel oil has been delivered on board.
Suppliers in this regards must also retain the eBDN for at least three years from the date
of the delivery. This should form part of the QMBS requirement under SS 524.

FAQ 3.09 What are the legal implications of using electronic versus physical signatures on 
                 the eBDN?

Singapore has enacted the Electronic Transactions Act (ETA), which provides a legal
framework for electronic transactions and the use of electronic signatures. 

FAQ 3.10 What is the legal recourse if there is a dispute over the authenticity of the eBDN 
                 between the ship owner and the supplier?

Parties can follow the same legal process for disputes under the current paper based
BDN system defined in SS648 and SS600 standards. 

According to SS648 / SS600 standards, any discrepancies or forged documents should
be reported to the relevant authorities, and legal action can be pursued if they are found
to have violated the regulations. 

FAQ 3.11 How are electronic contracts and agreements established and enforced within the 
                 eBDN framework?

Singapore has enacted the Electronic Transactions Act (ETA), which provides a legal

framework for electronic transactions and the use of electronic signatures.

Note: There will be a revision to SS648 in 2024 to add in sections relating to digital bunkering
documents, and will revise when new standard is published.

2

2

2
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FAQ 3.12 What happens if there are discrepancies between the physical bunker delivery on 
                 the receiving vessel and the information provided in the eBDN?

Similar with the current process, any dispute should be handled in accordance to
SS648:2019 Section 10.8.6 under Disputes. Take note that the eBDN is a title transfer
confirmation documentation that shows the verifiable completed transfer of bunker from
supplier to buyer. It is a controlled activity under MPA's supervision and the eBDN is
submitted to MPA instantly after completion of transaction.

FAQ 3.13 What liabilities are associated with the storage and management of eBDN data over  
                 the long term?

In the collaborative framework between the bunker supplier and solution provider, data
security is paramount. Both parties must establish clear contractual agreements outlining
responsibilities, including robust encryption and access controls. Collaborative long-term
storage planning addresses data integrity, technology obsolescence, and regulatory
compliance. A joint backup and disaster recovery strategy ensures data resilience, while
monitoring changes in data protection laws remains crucial. Shared data deletion policies,
technology updates, and a unified response to security incidents are essential for
maintaining secure, accessible, and compliant e-Bunker Delivery Note (eBDN) data
storage practices over time.

FAQ 3.14 How can parties be assured that they are being provided with an authentic copy of 
                 the eBDN? 

An example of the cybersecurity control measures put in place is the issuance of unique
link and/or one-time password to the receiving vessel for every transaction by the service
provider The receiving vessel will access the Digital Bunkering Solution using the unique
link and/or on-time password to complete the eBDN and related bunkering
documentations electronically. Other forms of cyber security features available includes
multi-factor authentication (MFA), secured electronic signatures and digital signatures. 
Further cybersecurity control measures have also been implemented on the eBDN
including locking the eBDN to prevent amendments after all parties have signed. A QR
code is embedded for quick viewing and verification of the record. In addition, for full
verification, the provided eBDN can be uploaded onto a record verification facility where
the eBDN and its digital identity i.e., the hash value can be compared and verified against
the originally generated record. 
Additionally, similar to the current paper process, (a photo of) the bunker metering ticket
will be provided to the receiving vessel.
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FAQ 3.16 How long do the eBDN records to be stored?

In accordance with regulation 18 of Marpol Annex VI, the eBDN must minimally be
retained for a period of three years after the fuel oil has been delivered on board.
Suppliers in this regards must also retain the eBDN for at least three years from the date
of the delivery. This should form part of the QMBS requirement under SS 524.

FAQ 3.15  What happens if there are discrepancies between the MFM & eBDN and the data 
                  submitted to MPA?

The bunker suppliers and their digital bunkering solution providers, must put in place
measures to ensure consistency of data. The established protocol involves immediate
system notification to the MPA, detailing the nature of the discrepancies and providing
supporting documentation. This proactive reporting mechanism facilitates thorough
investigation, resolution, and, if necessary, corrective actions to address any issues.
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FAQ 4.01 What happens in the event of a security breach? 
In the event of a security breach, the immediate response is to prioritize the security and
integrity of the system. As a precautionary measure, the affected system will be promptly
shut down to prevent further unauthorized access and potential compromise of sensitive
information.

During this period of system shutdown, bunker suppliers shall we will implement
alternative measures to ensure the continuity of essential operations. One such measure
involves issuing hard-copy Bunker Delivery Notes (BDN) to facilitate the bunkering
process while the electronic system is being thoroughly assessed, secured, and restored.
MPA shall also be informed in the event of security breach. 

FAQ 4.02 How is the data encrypted and secured during the transmission of eBDN?
The transmission of eBDN data is secured through robust encryption measures to
safeguard its confidentiality and integrity. eBDN solution providers are expected to provide
industry-standard encryption protocols, such as TLS (Transport Layer Security) or SSL
(Secure Sockets Layer), ensuring end-to-end encryption during data transmission.

FAQ 4.03 What cybersecurity protocols are in place to protect the eBDN data from potential 
                 threats and vulnerabilities?

Additionally, as part of the MPA's whitelisting requirements, digital service providers are
required to obtain ISO 27001 certification (or equivalent) and conduct cybersecurity
assurance testing such as vulnerability assessment and penetration testing (VAPT) to
identify and address any cyber security weaknesses within the system.

J U N E  2 0 2 4
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FAQ 4.05 What are technical guidelines for firewalls, email domain etc.?

The minimum specifications for firewalls, email domains, and related security protocols
typically include:

Firewall Configuration: Utilise a firewall with stateful packet inspection capability,
supporting granular access control lists (ACLs) and intrusion detection/prevention
features.

1.

Email Domain Setup: Implement SPF (Sender Policy Framework), DKIM
(DomainKeys Identified Mail), and DMARC (Domain-based Message Authentication,
Reporting, and Conformance) to authenticate emails and prevent spoofing.

2.

Encryption Standards: Ensure Transport Layer Security (TLS) encryption is enabled
for email communication to protect data in transit.

3.

Access Control Policies: Define and enforce access control policies to restrict
unauthorised access to network resources and sensitive data.

4.

Regular Updates and Patch Management: Keep firewall firmware, email server
software, and related security components up to date with the latest patches and
security updates to address vulnerabilities.

5.

Logging and Monitoring: Enable logging and monitoring mechanisms to track
network traffic, firewall events, and email activity for security analysis and incident
response.

6.

Backup and Disaster Recovery: Implement regular backups of firewall
configurations and email data to facilitate quick recovery in case of system failures or
security breaches.

7.

Compliance Requirements: Ensure compliance with relevant regulatory standards
and industry best practices, based on organisational needs.

8.

These specifications serve as a baseline for establishing a secure network infrastructure
and protecting against common cyber threats. Additional measures may be necessary
depending on the specific requirements and risk profile of the organisation.

For firewall solutions, there are several reputable providers in the market, each offering
different features and capabilities to meet various security needs. Some of the well-known
firewall providers are CISCO, FORTINET, SOPHOS etc.

FAQ 4.04 How is liability handled if the eBDN is compromised due to cyber-attacks or data 
                 breaches?

It is important to note that liability considerations are typically outlined in the terms and
conditions governing the use of the eBDN platform between the solution provider and the
bunker supplier. Users are encouraged to review and adhere to these terms, which often
include provisions specifying the responsibilities of both parties in the event of a security
incident.

Furthermore, regular training and awareness programs are conducted to educate users
on cybersecurity best practices, fostering a proactive approach to risk mitigation.



5.0 CONTINGENCY /  BUSINESS
CONTINUITY PLANNING 
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FAQ 5.01 How does the eBDN process align with local customs and import/export 
                 regulations?

The process of providing documents to clear customs and comply with import/export
regulations remains unchanged, as the Bunker Delivery Note (BDN) can be printed and
verified as needed. 

FAQ 5.02 What steps are taken to ensure that eBDN does not cause delays in the bunkering 
                 process? 

Bunker suppliers shall ensure that the Cargo Officers are well trained in the use of the
eBDN application, and to provide support to the receiving vessel if necessary. Ship
Owner/ manager/ charterers could also brief the ship crew in advance on the
implementation of eBDN in Singapore .

J U N E  2 0 2 4
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FAQ 6.01 How does the adoption of eBDN impact the overall efficiency of bunkering 
                 operations?

It improves efficiency and productivity by streamlining bunkering processes and
automating routine tasks. Additionally, it allows ease of sharing of bunkering
documentations between the stakeholders in the supply chain ecosystem

FAQ 6.02 What training is provided to the personnel involved in the handling and processing 
                 of eBDN?

The eBDN workflow is designed to simple, straightforward and mimic current process.
Minimal training is require for personnel involved in handling and processing of the eBDN.
An electronic copy of the user guide will be furnished for cargo officers, chief engineers,
and surveyors. Necessary training will be provided by the solution provider which will also
include providing necessary training materials to the receiving vessels crews.

FAQ 6.03 How does eBDN impact the workflow and documentation processes of bunkering 
                 operations?

The cargo officer, Chief Engineer and Surveyor (if engaged) are required to login to the
eBDN application to complete the eBDN and related bunkering documentations via a
tablet provided by the bunker supplier. Upon completion, the documents are shared with
these parties electronically via the agreed email address and QR code.

FAQ 6.04 How does eBDN affect the record-keeping and audit processes for bunkering 
                 operations?

With eBDN, the entire bunkering documentation process, from initiation to completion, is
digitized, where the sequence of activities are capture recorded as part of the digital audit
trail. The eBDN systems allows for quick and easy retrieval of bunker-related data.

Different solution providers may have specific measures that need to be verified. Ideally,
all electronic records and documents processed will be stored within individual customer
databases on solution providers cloud platform. Customers to determine the retention
period, aligning with regulatory requirements and company policies. Additionally,
application logs are provided, capturing crucial user activities for each bunkering job.
These logs serve to support the audit process and investigations.

J U N E  2 0 2 4
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FAQ 6.05 What is the cost implication of eBDN services?

The cost incurred by the bunker suppliers and/or barge operators includes the
tablet/laptop/PC, software cost (i.e. one-time set up fee and monthly subscription for the
eBDN application) and network infrastructure and subscription cost.

For the receiving vessel, the requirements can be found in FAQ 2.08. Cost needed will be
dependent on what hardware/software is not available.

FAQ 6.07 What does receiving vessel owner required to do to support eBDN bunker delivery?

In addition to the technical requirements elaborated in Item 2.08, vessels may be required
to whitelist the domains/URLs of the digital bunkering solutions in order to access and
complete the electronic documents.

Receiving vessel owners could brief or upskill the Chief Engineer/ Ship's crew on digital
bunkering system processes and issuance of bunkering documentations electronically in
Singapore.

FAQ 6.08 What are the various incentives available to support eBDN implementation for 
                 bunker suppliers, and barge operators?

MPA has worked with Enterprise Singapore, Workforce Singapore, and National Trades
Union Congress to support the eBDN implementation. Please refer to the following links
for more information: 
https://www.enterprisesg.gov.sg/financial-support/enterprise-development-grant
https://www.wsg.gov.sg/home/individuals/attachment-placement-programmes/career-
conversion-programmes-for-individuals
https://www.ntuc.org.sg/uportal/programmes/company-training-committee-grant

FAQ 6.09 What is the deadline to apply for the funding support?

Funding support is also aimed at driving early adoption of the solutions. ESG EDG grant is
extended to Aug 2024. This means that submissions must be complete, where all fields
are correctly filled, and all relevant and necessary supporting documents have been
submitted. As funding support is limited, applications will be considered on a first-come-
first-served basis. 

FAQ 6.06 What is the pricing structure for the eBDN service?

One-time Setup Fee:
Technology provider may charge a one-time setup fee of less than USD 10,000
per barge. 

Monthly Subscription:
There is a recurring monthly subscription fee per barge

Do take note that this is subject to commercial arrangement between the technology
provider and the bunker tanker Owner/Cargo Owner.
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FAQ 6.12 How long will it take to process my grant application?

It is subject to the processing turnaround time of each funding agency. Typically, grant
application review can commence once the funding agency have received a complete
grant application form with all supporting documents properly furnished. 

We recommend that you study the application requirements of each grant carefully before
submitting your grant application.

FAQ 6.10 Is the funding support guaranteed?

Each grant application will be assessed by the respective funding agency. Companies can
check with the respective funding agency directly for their grant application status.

FAQ 6.11 Can I apply for the funding support more than once?

It is subject to the processing turnaround time of each funding agency. Typically, grant
application review can commence once the funding agency have received a complete
grant application form with all supporting documents properly furnished. We recommend
that you study the application requirements of each grant carefully before submitting your
grant application.

FAQ 6.13 I have already signed a contract with my solution vendor. Am I still eligible for any 
                 support?

Support under CCP and NTUC’s CTC grant can be tapped on for the upskilling needs of
your workforce relating to digital bunkering. 

For EDG, it only applies to new projects that have not commenced prior to grant
application i.e. no contractual agreement were signed before submitting an application. 
Nonetheless, digital bunkering has further phases in the pipeline. MPA will continue to
explore availability of support for future implementation, such as the NTUC CTC Grant.

FAQ 6.14 Where can I get more information from the solution vendors?

Name                                           Organisation                              Contact email

Ms. Eunice Low
Mr. Ang See Lin
Mr. Goh Kwong Heng
Mr. Leon Ling

ADP Clear
Angsana Technology
BTS / ZeroNorth
Bunkerchain

info@adpclear.io
slang@angsanatech.com
kwongheng.goh@zeronorth.com
leonling@bunkerchain.io
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Disclaimer:

The information provided herein is intended for general informational purposes only and does not
constitute legal, financial, or professional advice. While we strive to ensure the accuracy and
timeliness of the information presented, it may not necessarily reflect the most current
regulations or developments.

It is important to note that specific regulations and requirements may vary by jurisdiction, and
users are encouraged to seek independent professional advice tailored to their specific
circumstances.

For any further details, clarifications, or inquiries regarding regulatory matters, we strongly advise
contacting the relevant regulatory authorities, specifically the Maritime Port Authority (MPA) or
any other applicable regulatory body in your jurisdiction. Our association assumes no
responsibility for any actions taken or not taken based on the information provided, and users are
encouraged to verify the accuracy of the information independently.

This disclaimer is subject to change without notice, and users are encouraged to review it
periodically for any updates. By accessing and using the information provided, users agree to the
terms of this disclaimer.
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MPA document on Digital Bunkering
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White-listed eBDN solution providers Info-Pack
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TradeGo Pte. Ltd., headquartered in Singapore, was established in
2021. Dedicated to providing digital services to international trade,
TradeGo stands out as the only company in Singapore holding the
IGP&I’s eBL Approval, and as the MPA Whitelisted eBDN Solution
Provider. TradeGo actively collaborates with partners - institutions
(IMDA, MPA, BIMCO, etc.), banks, shippers, shipowners, and trade
houses - in the ecosystem to promote the standardization and
application of interoperability among digitizing platforms.

A distributed ledger based,
MPA Whitelisted eBDN Solution 

User Friendly
Designed in compliance with SS648 standards, easy installation
and operation, and low learning costs. 

Not only eBDN
With one account, easy access to TradeGo’s varied digital
services for commodity trade, eBL, eWoT, eDO, eSign, etc. 

Data Tamper-proof 
Built on a blockchain-based distributed architecture for data
storage and ledger record to enhance the immutability of data. 

Multiple Operation Modes 
Support on-line/off-line or contact/contactless operation modes
to accommodate different network and weather conditions.

API and Private Deployment Available 
We offer different options of deployment to meet your needs on
data integration and privacy. 
· Web-based: SAAS service provided by the platform
· API Integration: standard and customized API connection with 
customer’s internal system
· Private Deployment: data stored and controlled on the customer’s 
self-managed server

Abundant Shipping Companies Resourses 
Shareholders: prominent bulk and container shipping
companies
TradeGo eBL users: ship owners and charterers 

· Multi-party online confirmation
· Simultaneous Data synchronization
· Contactless operations
· Facilitate earlier access to financing capital 

BunkerGo

Web-based API Integration Private Deployment

Offline Solution

Data Integrated to 
Internal System
Self-owned Data

Management of Bunker 
Crafts

Email: business@tradego.com Website: www.tradego.com Phone & WhatsApp: +65 9375 5324 +65 9725 7860 
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